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- The MAILING DATE of this communication appears on the cover sheet with the correspondence address- 

All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1 . S This communication is responsive to an amendment and terminal disclaimer filed on 07/31/06 . 

2. 03 The allowed claim(s) is/are 8 and 9 . 
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1. S Certified copies of the priority documents have been received. 

2. □ Certified copies of the priority documents have been received in Application No. . 

3. □ Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 
* Certified copies not received: . 
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Paper No./Mail Date . 
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DETAILED ACTION 
EXAMINER'S AMENDMENT 

An examiner's amendment to the record appears below. Should the changes and/or 
additions be unacceptable to applicant, an amendment may be filed as provided by 37 CFR 
1.312. To ensure consideration of such an amendment, it MUST be submitted no later than the 
payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview with 
Carl I. Brundidge, Reg. No. 29,621 on September 12, 2006. 

The application has been amended as follows: 
In the claims, 

8. (Currently Amended) An encryption apparatus comprising: 

a pseudorandom number generating apparatus for generating a pseudorandom number 
sequence having a length equal to that of plaintext data to be encrypted; and 

an operation section for conducting an exclusive OR-ing operation on the generated 
pseudorandom number sequence and the plaintext data, thereby calculating ciphertext data and 
outputting the ciphertext data, 

wherein said pseudorandom number generating apparatus comprises: 

a state storage section, 

a buffer, 

a state transformation section for conducting transformation using a storage content of 
said buffer and a storage content of said state storage section and outputting a result of the 
transformation, 
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a state storage control section for updating an internal state of said state storage section 
by using the output of said state transformation section according to a clock, and 

a buffer control section for updating an internal state of said buffer by using -tfre-an output 
of said- a_buffer transformation section, 

wherein said state storage section has a capacity of 3 blocks (where one block has n 
bits), and said buffer has a capacity of a plurality of blocks, and 

wherein said state transformation section comprises: 

a nonlinear transformation section that uses the storage content of said buffer and the 
storage content of said state storage section as inputs, and 

an output section for outputting one block data included in said result of the 
transformation as a partial random number sequence. 

9. (Currently Amended) A decryption apparatus comprising: 

a pseudorandom number generating apparatus for generating a pseudorandom number 
sequence having a length equal to that of ciphertext data, by using information for determining a 
random number sequence used when generating the ciphertext data to be decrypted; and 

an operation section for conducting exclusive OR-ing operation on the generated 
pseudorandom number sequence and the ciphertext data, and thereby calculating plaintext 
data, and outputting the plaintext data, 

wherein said pseudorandom number generating apparatus comprises: 

a state storage section, 

a buffer, 
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a state transformation section for conducting transformation using a storage content of 
said buffer and a storage content of said state storage section and outputting a result of the 
transformation, 

a state storage control section for updating an internal state of said state storage section 
by using the output of said state transformation section according to a clock, and 

a buffer control section. for updating an internal state of said buffer by using-the-an output 
of -setd-ajDuffer transformation section, 

wherein said state storage section has a capacity of 3 blocks (where one block has n 
bits), and said buffer has a capacity of a plurality of blocks, and 

wherein said state transformation section comprises: 

a nonlinear transformation section that uses the storage content of said buffer and the 
storage content of said state storage section as inputs, and 

an output section for outputting one block data included in said result of the 
transformation as a partial random number sequence. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to Beemnet W. Dada whose telephone number is (571) 272-3847. The 
examiner can normally be reached on Monday - Friday (9:00 am - 5:30 pm). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Y. Vu can be reached on (571) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you 
would like assistance from a USPTO Customer Service Representative or access to the 
automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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Beemnet Dada 
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